KINGSVILLE COUNCIL
APRIL 10, 2017

VOTING METHODS



There are three primary types of electronic voting, namely machine

counting, kiosk voting and remote online voting.

* Machine counting refers to when a machine counts the ballots
cast.

 Kiosk voting allows voters to cast ballots at computer kiosks
within polling stations or dispersed in other public locations such
as community centres and libraries.

* Remote online voting allows voters to vote from personal
devices from any location (home, work, etc.).



SECURITY

Dr. David Jefferson, internationally recognized expert
on voting systems and election technology



The Committee acknowledges that many Canadians are
open to the idea of online voting as a way of making voting
more accessible. However, both supporters and detractors
of online voting agree that the secrecy, security, and
integrity of the ballot and the federal electoral process are
fundamental. The Committee heard significant testimony
(and received submissions), particularly from experts in
technology, that the secrecy and integrity of an online ballot
cannot be guaranteed to a sufficient degree to warrant
widespread implementation in federal elections. The
Committee agrees.
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SECURITY

» Vote Selling and Coercion
» Phishing (misdirect voters to misleading/malicious websites)

» Automation bias (lack of understanding of web security technology e.g.: not noticing when green
padlock icon is missing, clicking through security warnings)

» Denial of Service (flooding service causing delays)
» Client-side Malware/Spyware (could alter a/o surveil ballot selections)
» Network Attacks (can access or alter voter preferences)

» Server Penetrations (internet-facing server reachable from anywhere in the world e.g.
ransomware, email/password dumps, IP theft are becoming increasingly common across all
organizational sectors)

» Insider Influence: Election officials, vendors, technicians etc. viewing or modifying ballot selections
on the server

» State-level Actors: Undetectably changes election result, e.g. voter registry data; not certain if
such an attack would ever even be detected.
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EVIDENCE FROM AN EXPERT

Computer Scientist

Past president of the Association for
Computing Machinery

Advisor to the U.S. Election Assistance
Commission

Founder and former Chair of USACM, the
ACM U.S. Public Policy Committee

Co-author of book on electronic voting
titted Broken Ballots

-

Dr. Barbara Simons



INTEGRITY/SECURITY

Dr. Barbara Simons



ACCESSIBILITY

Dr. Barbara Simons



ACCESSIBILITY
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ACCEPTABLE USES FOR ONLINE VOTING

Dr. Barbara Simons



REFERENDUM/PUBLIC OPINION

Dr. Barbara Simons



PRIVACY

Gabriel Ste-Marie - Bloc Quebecois
- Joliette



REMOTE VOTING/MAIL-IN BALLOT

Dr. Barbara Simons



INTEGRITY

Douglas Jones and Barbara Simons, authors of Broken
Ballots: Will Your Vote Count



SOLVING A PROBLEM THAT DOES NOT EXIST

Donna Winborn Elections
Coordinator City of Vaughan, A

Paview of Internet \/otina 7201A



EXPERT TESTIMONY: SECURITY

—Dr Barbara Simons



